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Protecting your privacy and data is very important to us. This is not only the case since the GDPR /
DSGVO, but since the founding of the company. We take great care that only the data necessary for
the operation of the business and for the performance of services in connection with our products is
stored. In this Privacy Policy, we fully disclose what information we collect, how we use it, and how we
handle it.

1. What does this privacy policy cover?
This privacy policy describes how BitetheBytes (also referred to as "we," "us" or "our") will make use
of your information in the context of:

•
•
•

BiteTheBytes-Websites
Desktop-Apps
BiteTheByte’s marketing, sales, and advertising practices

2. What information does BiteTheBytes collect about me?
2.1. Websites of BiteTheBytes
You remain anonymous: During your entire visit to our website, you do not disclose anything about
yourself. We do not store any personal information.

2.2. BiteTheBytes Customer Support
If you contact us for support or other offerings, BiteTheBytes collects information through Freshdesk
(which is used by our ticket system) that identifies you. This includes:

•
•

Name
Email address

2.3. BiteTheBytes App Purchase
By clicking on a purchase button on our website, you will be re-directed to our online shopping provider
FastSpring who takes care of the purchase process. For that, FastSpring requires you to enter personal
data. This includes:

•
•
•
•
•
•
•
•

Company (if applicable)
Name
Address
Country
Email address
VAT ID (if applicable)
Registration number (if applicable)
Payment / billing information

2.4. BiteTheBytes App Activation
After your purchase of a BiteTheBytes app through FastSpring, we will setup your account on our
BiteTheBytes License Server. The following personal information is stored:

•
•
•
•

Email address
First name
Last name
Company name (if applicable)

Beside that, the BiteTheBytes License Server is going to create additional data that is connected to
your account right after your purchase:

•
•
•
•
•
•
•
•
•
•

Product
Version
License
Password (created exclusively by us; you can request it at anytime through the BiteTheBytes
application you are using)
Information whether your account is a perpetual or subscription account
Information whether your account is active, or disabled
Information about until what date your maintenance plan or subscription is valid
Information about when you purchased your license
Information about your last sign-in date
Information about your workstation IDs (required by license server to prevent abusing
activations)

Additionally you may enter and store further additional information by signing into your account. That
is:

•
•

Nickname (displayed on a render that you upload to our public gallery)
Information about your social accounts (this is optionally and can only be applied if you have
been invited for uploading renders to our public gallery)

2.5. BiteTheBytes App Usage and App Updates
When you use your BiteTheBytes app or when you install updates to the app, we collect information
about:

•
•
•

Your device (hardware ID)
Your BiteTheBytes app (email, password, version)
Date of last sign in

3. How does BiteTheBytes use the information it collects about me?
BiteTheBytes uses the information we collect about you for the following purposes:

•

To fulfill a contract, or take steps linked to a contract: this is relevant where you register to use
a BiteTheBytes app or website (whether paid, or as a free trial). This includes:
o
o
o
o
o

•

Providing you with the BiteTheBytes websites and apps for which you have registered,
and any other services or products that you have requested
Verifying your identity
Taking payments
Sending you necessary communications (for example, related to payments or
expiration of your subscription)
Providing customer service or support

As required by BiteTheBytes to conduct our business and pursue our legitimate interests, in
particular:
o
o
o
o

Providing you with the BiteTheBytes websites and apps for which you have registered
and any other products and services you have requested
Diagnosing problems in our apps
Investigating and responding to any comments or complaints that you may send us
In connection with legal claims, compliance, regulatory and investigative purposes as
necessary (including disclosure of information in connection with legal process or
litigation)

•

Where you give BiteTheBytes your consent or otherwise consistent with your choices:
o

o

o

•

Sending you information about BiteTheBytes products and services, special offers and
similar information, and sharing your information with third parties for their own
marketing purposes (where your consent is required)
Placing cookies and using similar technologies on our websites, on our apps and in
email communications, in accordance with our Cookies Policy and the information
provided to you when those technologies are used
Crash reports

For legal reasons:
o
o

Responding to requests by government or law enforcement authorities conducting an
investigation
To detect, prevent, or otherwise address fraud, security or technical issues and
software piracy (e.g., to confirm that software is genuine and properly licensed),
helping to protect you as well as BiteTheBytes

4. Does BiteTheBytes share my personal information?
No, BiteTheBytes is NOT sharing your personal information with others.

5. Is my personal information displayed anywhere?
BiteTheBytes apps do not display your personal information.
There are several places within BiteTheBytes’s websites and apps that BiteTheBytes uses (e.g. Discord)
that allow you to post comments, upload pictures, or submit content for others to see. Sometimes you
can limit who can see what you share, but there are some places where what you share can be seen
by the general public or other users of the app or website. Please be careful when you share your
personal information. Do not share anything you wouldn’t want publicly known unless you are sure
you are posting it within an app or website that allows you to control who sees what you post.
Please note that when you post messages on certain user forums on our websites and apps that we
use, your email address or name and/or profile photo may be included and displayed with your
message.
To remove content you have shared on our websites and apps we use, please use the same app or
website feature you used to share the content. If another user invites you to participate in shared
viewing, editing, or commenting of content, you may be able to delete your contributions, but usually
the user who invited you has full control.

6. Is my personal information secure?
We take technical and organizational precautions to protect your personal information against
accidental or intentional manipulation, loss, destruction or access by unauthorized persons and to
ensure the protection of your rights and compliance with the applicable data protection regulations of
the EU and the Federal Republic of Germany.
The measures taken are designed to ensure the confidentiality, integrity, availability and resilience of
the systems and services related to the processing of your data over time and to restore them quickly
in the event of a physical or technical incident. This includes encryption of your data. All information
that you enter online is encrypted with at least the SSL technology and only then transmitted.
As a result, this information can never be viewed by unauthorized third parties. Our data processing
and security measures are constantly being improved in line with technological developments. Our
employees are of course obliged to confidentiality in writing (data secrecy).

7. Where does BiteTheBytes store my personal information?
Your personal information is stored inside a password protected SQL database. That database is
located on a virtual machine (Windows Server 2012) hosted by Host Europe GmbH with location in
Germany. The access to that virtual machine and the operating system is also password protected.

8. Does BiteTheBytes transfer my personal information across national
borders?
Our products are marketed and sold internationally. Through a license server based in Germany,
purchased products are activated, validated and updated.
If you execute one of our applications outside of Germany and log in to the license server for the
purpose of activation / validation / updates, your personal data (email address and hardware ID) will
be transmitted across national borders to our license server. This data transmission is encrypted and
is solely for communication reasons between your BiteTheBytes app and the BiteTheBytes license
server.

9. What rights do I have in respect of my personal information?
Under the law of some countries, you may have the right to ask us for a copy of your personal
information; to correct, delete or restrict (stop any active) processing of your personal information;
and to obtain the personal information you provide to us for a contract or with your consent in a
structured, machine readable format, and to ask us to share (port) this information to another
controller.

In addition, you can object to the processing of your personal information in some circumstances (in
particular, where we don’t have to process the information to meet a contractual or other legal
requirement).
These rights may be limited, for example, if fulfilling your request would reveal personal information
about another person, or if you ask us to delete information which we are required by law to keep or
have compelling legitimate interests in keeping (such as fraud prevention purposes).
To exercise any of these rights (including deactivating your BiteTheBytes account), you can get in touch
with us – or our data protection officer – using the details set out below. Additionally, many of our
websites allow you to edit your personal information by accessing the "my account," "my profile," or
a similar feature of the website you are using. Likewise, you can delete files or photos you have stored
in our websites by logging in and using the deletion functions that are available.
If you have unresolved concerns, you have the right to report them to an EU or other data protection
authority where you live, work or where you believe a potential violation may have occurred.
To use some BiteTheBytes websites, apps, products or services, the provision of some information is
mandatory: if relevant information is not provided, then we will not be able to administer a
BiteTheBytes account to you, or provide you with the websites, apps, products or services requested.
All other provision of your information is optional. Providing optional information will help us offer you
a better experience, such as more personalized or tailored content or offerings.
If you order us to delete your personal information that is required for the use of BiteTheBytes
applications, products or services, you have no right to a refund of the purchase price.

10. Online-Marketing practices of BiteTheBytes
BiteTheBytes uses various types of online advertising, including BiteTheBytes ads on websites and
other business applications, as well as on social media platforms such as Facebook, YouTube, Twitter,
Instagram, Vimeo, Twitch, and Discord. We do not operate direct marketing by email, telephone and
post. BiteTheBytes does not send emails to unknown people to promote products. In order to receive
advertising from us, you must have subscribed to our newsletter.

11. Sites of BiteTheBytes in social networks and login services
You can log in to some BiteTheBytes websites through an account on a social network such as
Facebook. If you grant the appropriate permissions, we will receive information about you from your
social network account, such as your name, location, and basic demographic information.
BiteTheBytes runs its own pages on many social networking sites (eg. the Facebook page of the World
Creator Team). We collect information that you have made public in your social network account, such
as the name of our products and services that you are interested in when interacting with our social
networking sites.

12. Cookies
Cookies are small text files stored by your web browser when you use websites. You can control how
websites use cookies by configuring your browser's privacy settings (please refer to your browser's
help function to learn more about cookie controls). Note that if you disable cookies entirely,
BiteTheBytes websites may not function properly.
BiteTheBytes and the companies that help us run our business use cookies in several ways, such as:

•
•
•

Authenticating and identifying you on our websites so we can provide you the services you
requested
Keeping track of information you have provided to us — for example, keeping items in your
shopping cart
to make the website user-friendly and to optimally match your needs

Session cookies are only used for the session. These cookies will be displayed after the session has
ended, or deleted after leaving our website or closing the browser window.
Other cookies remain on your device for a longer period of time and allow us or third parties to
recognize your browser on your next visit (persistent cookies).

13. Newsletter
If you like we will keep you up to date. You will only receive our newsletter if you have registered for
the newsletter via our websites. We use MailChimp as a service provider. The privacy policy of
MailChimp can be found here.
You do not want to receive the newsletter anymore? Via a link in each newsletter you receive from us,
you can unsubscribe from the newsletter. Alternatively, you can also inform us by sending an informal
message to support@bitethebytes.com. We will immediately delete your e-mail address from our
mailing list.

14. YouTube
You can watch some YouTube videos on our website. YouTube is a service of YouTube LLC, 901 Cherry
Ave., San Bruno, CA 94066, USA. The company is affiliated with Google LLC, 1600 Amphitheater
Parkway, Mountain View, CA 94043, USA.
In order to prevent data from being transmitted to YouTube when the website in which the video is
embedded is launched, we embedded the videos in the extended data protection mode. This will not
send data to YouTube until you enable video playback by tapping or clicking on the video.

To play the video, data such as the IP address of the computer you are using will be sent to YouTube.
It also connects to ad network DoubleClick, a subsidiary of Google LLC. Cookies are set here. These are

small text files that are stored and saved by the browser on your computer when visiting a website.
The purpose of cookies is to provide advertising that is relevant to users, to improve campaign
performance reports, or to prevent a user from seeing the same ads multiple times.
With the videos we want to make our website more informative and entertaining for you. We have
embedded the videos on our website to allow you to easily and quickly play the videos and make our
website more user-friendly. The legal basis is Art. 6 (1) sentence 1 f DSGVO. The embedding of the
YouTube videos for the aforementioned purposes represents our legitimate interest within the
meaning of the GDPR.
You can prevent the storage of cookies by a corresponding setting of your browser software. You can
enable or disable Google's personalized advertising through the Advertising settings. If you opt out of
personalized advertising, you'll still see ads, but the ads are no longer tailored to your interests.
Instructions for deactivation can be found here.
Alternatively, you can install a browser plug-in to disable personalized advertising. This sets an opt-out
cookie that prevents the DoubleClick cookie and disables interest-based advertising. The browser plugin can be downloaded here.
Google LLC. is certified under the EU-US Privacy Shield, an agreement that ensures compliance with
EU data protection rules. The privacy policy of Google can be found here.

15. Vimeo
Plug-ins of the Vimeo video portal of Vimeo, LLC, 555 West 18th Street, New York, New York 10011,
USA are included on our websites. Each time you visit a page that offers one or more Vimeo video clips,
a direct connection is established between your browser and a Vimeo server in the United States. This
information about your visit and your IP address are stored there. Through interactions with the Vimeo
plugins (for example, clicking the Start button), this information is also transmitted to Vimeo and
stored there.
In order to prevent a direct connection with Vimeo, all our videos that are located on Vimeo servers,
are embedded in pop-up windows which requires you to actively open by clicking or tapping the
appropriate images on our websites. However, if you do so, your personal data, such as your IP address
is transmitted to Vimeo.
If you have a Vimeo user account and do not want Vimeo to collect data about you through this website
and link it to your member data stored with Vimeo, you must log out of Vimeo before visiting this
website.
The privacy policy for Vimeo with more detailed information on the collection and use of your data by
Vimeo can be found at https://vimeo.com/privacy.
In addition, Vimeo calls the Google Analytics tracker via an iframe that calls the video. This is a separate
tracking of Vimeo, to which we have no access. You can stop Google Analytics tracking by using the
opt-out tools that Google offers for some Internet browsers. Users may also prevent the collection by
Google of the data generated by Google Analytics and related to their use of the website (including
your IP address) and the processing of this data by Google by using the browser plug-in available at the
following link Download and install: https://tools.google.com/dlpage/gaoptout.

Some of our websites contain so-called embeddings of videos on Vimeo or videos from the Vimeo
channels we operate. However, these only allow the connection to Vimeo. If you would like to receive
information about the purpose and extent of the data collection and use by Vimeo, as well as your
rights and options for protection as a Vimeo customer, please refer to the privacy notices of Vimeo
(https://vimeo.com/privacy).

16. How long does BiteTheBytes retain my information?
If you purchased a product of BiteTheBytes based on perpetual use, we process and keep the personal
information we have about you for as long as you are a user of our products, services or apps. If you
purchased a product of BiteTheBytes based on rental use and you do not extend the rental period, we
will immediately delete your personal information after your rental period has ended. If you ask us for
a refund and we grant it, we will immediately delete your personal information after refund was
processed.

17. Will this privacy policy change?
Occasionally, we may change this privacy policy (or other documents in the BiteTheBytes Privacy
Center) to allow BiteTheBytes to use or share your personal information in a different way. If we do,
the links to the policy on our websites (which are generally found in the footer of the website) will
indicate that the policy has been changed. For new users, the change will become effective upon
posting. For existing users, if the change is significant, it will become effective 30 days after posting.
We encourage you to periodically review the BiteTheBytes Privacy Center for the latest information on
our privacy practices.

18. Who can I contact with questions or concerns?
BiteTheBytes has appointed a Data Protection Officer. If you believe your Personal Information has
been used in a way that is not consistent with this Policy or your specified preferences, or if you have
further questions related to this policy, please contact the Data Protection Officer by writing an email
to support@bitethebytes.com.

Written inquiries may be addressed to:
BiteTheBytes GmbH
Data Protection Officer
Mainzer Str. 9
36039 Fulda
Germany

